Palrt
Information

Disclosure and
Transparency




Annex 25
A MODEL BY-LAW ON INFORMATION DISCLOSURE

IFC_part_6.indd 247

APPROVED
By decision of the Supervisory Board
of the Open Joint Stock Company « »

Supervisory Board Minutes
No.

of 200_

Signature of the Chairman of the Supervisory Board

dated this __day of , 200_
[The Company’s Seal]

BY-LAW ON INFORMATION DISCLOSURE

of the Open Joint Stock Company

« »

The city of R
, 200_

247

@ 17.09.2004 11:24:33



®

The Russia Corporate Governance Manual

Table of Contents

ARTICLE 1. GENERAL PROVISIONS ....evvieeeeeeeecete et 248
ArTicLE 2. Persons AuTHORIZED T0 MAKE DiSCLOSURES ON BEHALF

OF THE COMPANY ......coveeeeee ettt 248
ARTICLE 3. OBJECTIVES AND PRINCIPLES OF DISCLOSURE ......eevveveevereeeeerene. 249
ARTICLE 4. RULES FOR THE DISCLOSURE OF INFORMATION.......ecvveveeeeereneene. 250
ARTICLE 5. PUBLIC INFORMATION ...ttt 252
ARTICLE 6. INFORMATION PROVIDED TO SHAREHOLDERS ......cvveveiveeeeeeeeereaes. 256
ARTICLE 7. CONFIDENTIAL INFORMATION ......vvveereeeeeeereeeeeeeeeeeeee e eeneeee e 257
ARTICLE 8. INSIDER INFORMATION ....vveeeeeecveeeeeeee ettt 259
ARTICLE 9. INFORMATION PROVIDED TO THE COMPANY.....cvevveerireeeeeereenene, 261

Article 1. General Provisions

1.1.

1.2.

1.3.

1.4.

This By-law on Information Disclosure (hereinafter the By-law) of the Open
Joint Stock Company « » (hereinafter the Com-
pany) has been developed in accordance with applicable provisions of the
laws of the Russian Federation (hereinafter the Law), the Company charter,
other internal documents, and the relevant recommendations of the Fed-
eral Commission for the Securities Market’s Code of Corporate Conduct
(hereinafter the FCSM Code).

The By-law shall regulate information disclosure by the Company about
the Company and its business activities.

For purposes of the By-law, the Company’s disclosure policy shall be un-
derstood to mean the set of principles and procedures established by the
Company for the proper information disclosure.

The General Director shall be responsible for ensuring the adherence to and
compliance with the By-law.

Article 2. Objectives and Principles of Disclosure

2.1.

248
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The goal of disclosure is to provide information for shareholders and in-
terested parties to assist such persons in making informed decisions or
taking actions.
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2.2.

2.3.

2.4.

When disclosing information, the Company shall be guided by the prin-
ciples of accuracy, accessibility, timeliness, completeness, and regularity,
and additionally, will seek to maintain a reasonable balance between the
transparency of the Company and the protection of its commercial inter-
ests while complying with relevant provisions of the Law, the charter, the
By-law, and other internal documents of the Company.

The Company shall not avoid the disclosure of negative information about
the Company if such information might be considered material or essential
for shareholders or potential investors.

The preferential treatment of any one group of recipients of such informa-
tion (selective disclosure) shall be prohibited unless otherwise provided for
by the Law.

Article 3. Persons Authorized to Make Disclosures on Behalf of the Company

3.1.

3.2.

3.3.

IFC_part_6.indd 249

The following officers of the Company (hereinafter authorized persons)
shall be authorized to disclose information to interested parties such as
investors, the public, the mass media, and/or governmental authori-
ties:

3.1.1. The General Director;

3.1.2.  The Deputy General Director [or another person, e.g. the Head of
the Investor Relations Department] responsible for information
disclosure (hereinafter the Deputy General Director);

3.1.3. The Chief Financial Officer;

3.1.4. The Operations Manager;

3.1.5. ; and

3.1.6.

To ensure a uniform and consistent disclosure policy, authorized persons
may also designate other persons to act on their behalf and respond to
any inquiries, under extraordinary circumstances. However, no person
other than the Company’s authorized persons may comment upon or
answer any questions, or respond to any inquiries regarding the Company’s
business activities, without special authorization or order of an authorized
person.

Public statements that may have a significant impact on the Company’s
business activities and/or the value of its securities shall be coordinated with
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[e.g. the Deputy General Director or other person determined
by the General Director].

3.4. If any employee of the Company participates in any public event, as part
of his official or other duties, such employee shall ensure that any informa-
tion disclosure regarding the Company is made in strict compliance with
the Company’s disclosure policy and with the prior approval of an autho-
rized person.

3.5. Authorized persons shall be fully informed regarding the Company’s busi-
ness activities that might also be of interest to the business community. The
communications of authorized persons shall be directed, coordinated, and
controlled by the General Director.

Article 4. Parties and Rules for the Disclosure of Information

4.1.  The Supervisory Board [or such other person or committee responsible for the
Company’s disclosure policy], in coordination with the General Director and
any other authorized persons, shall develop, regularly review, and improve

@ the Company’s disclosure policy.

4.2.  The General Director shall be responsible for the organization, accuracy,
and timeliness of information disclosure, and for filing reports with the
relevant governmental authorities. The General Director shall also be re-
sponsible for providing information about the Company to shareholders,
creditors, and other interested parties.

4.3.  The Corporate Secretary, in coordination with the General Director, shall
ensure the:

4.3.1. Timely disclosure of information contained in the securities pro-
spectuses and quarterly reports of the Company, and information
regarding material events affecting the Company’s business and
financial operations; and

4.3.2.  Safekeeping of the Company’s documents that are subject to man-
datory storage, control access thereto, and provide copies thereof.
The Secretary shall certify copies.

4.4. The Company’s disclosure policy shall be implemented in accordance
with the Law, and in the best interests of the Company and its share-
holders.
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4.5. The General Director and other authorized persons shall always have com-
plete information on all aspects of the Company’s business activities for
one or more of the following purposes:

4.5.1. Determining whether such information meets the disclosure
requirements, whether it is material, and whether it may be
disclosed at that particular time or should be treated as confi-
dential;

4.5.2.  Ensuring the proper understanding of the current operations of the
Company that may be of interest to investors; and

4.5.3. Preventing situations where the Company might inadvertently
deny the occurrence of any significant events, despite the fact that
they actually occurred.

4.6. In addition to mandatory disclosure requirements, the Company shall pre-
pare and disclose information regarding:

4.6.1. The Company’s corporate governance policy;

4.6.2. The Company’s social and environmental policy;

4.6.3. The activities of the Company’s various governing bodies, and the
corporate documents;

4.6.4.  Those shareholders who own 5% or more of the Company’s shares,
including information on indirect (beneficial) ownership;'”

4.6.5. The following persons:'”*

4.6.5.1. Those persons specified in Clause 3.1 hereof;
4.6.5.2. The Chief Accountant;

4.6.5.3. Supervisory Board members;

4.6.5.4. The Corporate Secretary;

4.6.5.5. ; and
4.6.5.6. ;

4.6.6. ; and
4.6.7.

173 The Federal Commission for the Securities Market’s Code of Corporate Conduct (FCSM
Code), Chapter 7, Section 2.1.4.

174 FCSM Code, Chapter 7, Section 2.1.2.
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4.7. Those persons and channels responsible for information dissemination shall
ensure unrestricted access thereto by interested parties. In addition to the
means of disclosure required by the Law, the Company shall:

4.7.1.  Publish information about the Company, on planned presentations by
the Company’s officers and interviews with them in the mass media;

4.7.2.  Conduct regular meetings (information briefings'”> and/or press
conferences) with shareholders, potential investors, and other mar-
ket participants;

4.7.3.  In addition to the disclosures required by the Law, disclose addi-
tional information on the Company’s website;

4.7.4.  Issue press-releases; and

4.7.5. Conduct any other means of disclosure as established by the Gen-
eral Director and the Supervisory Board.

4.8. The Company shall publish on its website all significant announcements
and materials, and may also publish brochures and booklets. The Compa-
ny’s website shall, at a minimum, include the following information:'”®

4.8.1. The charter and all amendments thereto;

4.8.2.  Annual reports, annual and quarterly financial statements (Russian
Accounting Standards (RAS) and International Financial Reporting
Standards (IFRS) when available);

4.8.3.  Securities prospectuses;

4.8.4.  Audit reports or opinions;

4.8.5. Information on material facts; and

4.8.6. Information on the General Meetings of Shareholders (hereinafter
the GMS), material decisions of the Supervisory Board, and the de-
velopment strategy of the Company.

Article 5. Public Information

5.1. Public information in the securities market shall mean information, access
to which is not restricted in any way, and the disclosure of which is required
by the Law on the Securities Market.

17> FCSM Code, Chapter 7, Sections 1.1.1 and 1.1.2.
176 Companies with 10,000 or more shareholders shall publish their financial statements in at

least two printed media (with a circulation of not less than 50,000 copies) to which most
shareholders have unrestricted access. FCSM Code, Charter 7, Section 1.1.2.
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5.2.  Public information shall include:

5.2.1. The charter, as amended;

5.2.2.  By-laws of the Company including, but not limited to, the by-laws
for the governing bodies, audit and control bodies, disclosure
policy, Supervisory Board’s committees, etc.;

5.2.3.  The External Auditor’s reports and opinions;

5.2.4.  Annual financial statements prepared in accordance with RAS;

5.2.5. Annual financial statements prepared in accordance with IFRS;'”’

5.2.6. The annual report of the Companys;

5.2.7.  An approved development strategy of the Company;'”®

5.2.8. Information about the securities, and the financial and business
operations of the Company;

5.2.9. ; and

5.2.10.

5.3.  The Company shall disclose information about its securities, and its finan-
cial and business operations in the form of:

5.3.1.  Quarterly reports;

5.3.2.  Reports on material events affecting the financial and business
operations of the Company;

5.3.3.  Decisions regarding the issuance of the Company’s securities;

5.3.4.  Securities prospectuses; and

5.3.5. Reports on results of securities issue.

5.4. The Company shall disclose information regarding material facts affecting its
financial and business operations in accordance with the requirements of law.

5.5.  The Company shall also disclose information on the following events and
activities:'”

5.5.1.  Changes in the name of the Company;
5.5.2. Decisions regarding the increase or decrease of the charter capital;

77 1f the Company files accounting statements in accordance with international standards, e.g.
US GAAP, IFRS.

178 FCSM Code, Chapter 7, Section 3.3.1. recommends disclosure of the development strategy in
the annual report to shareholders including the company’s prospects regarding sales, efficiency,
market share, income growth, profitability, and debt-equity ratio.

17 If the company discloses information regarding said events and activities consistent with the
recommendations of the FCSM Code in addition to that list required by statutory provisions.
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5.5.3. A buyback by the Company of its own shares provided that such
buyback is not related to a decrease in the charter capital, and a
statement disclosing the source of funding for the acquisition, the
purchase price, as well as the goals and reasons for such purchase;

5.5.4.  Price fluctuations of 5% or more of the Company’s shares over a
relatively short period of time;

5.5.5. Transactions that may affect shareholder interests or the use of the
Company’s assets, including information regarding the use of shares
and the other parties involved in such deals;

5.5.6.  Cessation of the production of goods or the provision of services,
the sales of which accounted for at least 10% of the Company’s
total output based on the results of the previous fiscal year;

5.5.7. Changes in the business priorities of the Companys;

5.5.8.  Amendments to the charter relating to the issuance of preferred
shares of classes other than those previously issued; and

5.5.9. Changes of the External Auditor, Extarnal Registrar, or Depository
of the Company;

5.5.10. ; and

5.5.11.

5.6. The Company shall disclose all material events affecting the financial and
business operations of the Company even if not listed herein, but are nev-
ertheless deemed material, and may affect the price of the Company’s
shares.

5.7.  If securities are issued which require the registration of the securities pro-
spectus, the Company shall provide access to information contained in the
prospectus and shall publish a notice of the procedure of disclosure in __

180

5.8. The prospectus shall disclose all material information about:'®!

5.8.1. The motives for the issuance of such shares;

5.8.2.  The Company’s dividend policy;

5.8.3.  The intention of any Supervisory Board member, the General Di-
rector, any Executive Board member, the General Director’s depu-

1% Name of the print media with a circulation of not less than 50,000 copies.
181 FCSM Code, Chapter 7, Section 2.1.
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5.9.

5.10.

5.11.

5.12.

5.13.

5.14.

ties, the Chief Accountant, and/or the Corporate Secretary to
purchase and/or sell shares; and

5.8.4.  Supervisory Board members, the General Director, Executive Board
members, the General Director’s deputies, the Corporate Secretary,
and the Chief Accountant of the Company.

The Supervisory Board shall prepare the annual report of the Company for
presentation at the Annual General Meeting of Shareholders (hereinafter
AGM).

In addition to statutory information, the annual report of the Company
shall contain the following:

5.10.1. An analysis of the competitive position of the Company;

5.10.2. An analysis of the Company’s profitability;

5.10.3. A comparison of the planned and actual results of the Company
for the year;

5.10.4. Net profit information, including total net profit, net profit from
the Company’s principal activities, and net earnings per share;

5.10.5. An assessment of changes in the asset structure over the past three
years;

5.10.6. The percentage of export revenue over the year;

5.10.7. The Company’s human resourses and training policy;

5.10.8. The Company’s corporate governance system and main corporate
governance event during the reporting period;

5.10.9. ; and

5.10.10.

The annual report shall be signed by the General Director and the Chief
Accountant, and be subject to prior approval by the Supervisory Board based
on a review by the Revision Commission and External Auditor. The an-
nual report shall be approved at least 30 days before the date of the AGM.

The Company shall publish its annual financial statements in
182

The Company shall publish annual financial statements not later than June
1 of the year following the reporting year.

The Company shall keep a record of its affiliated persons, and file reports
on affiliated persons as required under law.

182 Name of the print media in which the annual accounting statements are published.

IFC_part_6.indd 255
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5.15. The Company shall hold quarterly informational briefings.'®

5.16. Notice of informational briefings shall be published in 184
at least 10 days before the date of the briefing.

5.17. At the informational briefings, the shareholders and any other interested
parties may receive information on the Company’s business activities, and
pose questions to representatives of the executive bodies and the Supervi-
sory Board of the Company.

5.18. The Company shall disclose public information on its internet website lo-
cated under: www. ru.

Article 6. Information Provided to Shareholders

6.1. The Company shall ensure that shareholders have access to the documents
and information as set forth in the Law.

6.2.  All shareholders shall have the right to review the documents listed in
Clause 5.2 hereof, at the address of the executive body of the Company
which is located at: .18 The Company shall provide
copies of any such documents upon request of any shareholder.

6.3.  Requests to review or receive copies of documents shall be made in writing
to the attention of ;1% and be sent to the following ad-
dress: 87 The request shall state the full name of the
shareholder (for legal entities, their names and location), the number and
type (class) of shares owned by the shareholder and the title of the docu-
ment requested. The request is to be accompanied by an extract from the
shareholder register.

185 FCSM Code, Chapter 7, Section 3.1.1.

184 Provide the name of the print media accessible to the majority of shareholders of the company.

In accordance with the recommendations of the FCSM Code, Chapter 7, Section 1.1.2, it is
possible to name an alternative print media.

185 Name the location (physical address) of the executive body of the company. Name the contact

telephone number of the Corporate Secretary, the Shareholder Relations Department, or others
as applicable. It is also advisable to provide an alternative location, if available, where the
shareholders may review the company’s documents.

1% Name the position of the relevant person: General Director, Corporate Secretary, or other

person performing the functions of the Corporate Secretary.

187 Name the location of the executive body.
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6.4.

6.5.

6.6.

6.7.

6.8.

The Corporate Secretary shall be required to verify the share ownership of
the person requesting information.

The documents shall be made available for inspection free of charge within
seven'® calendar days after the date of the request.

Copies of the documents shall be made available within five business days
after the relevant request and after receipt of payment from the share-
holder for the copy and postage costs incurred by the Company. If copies
of the documents are sent to the requesting party by mail, the date of dis-
patch shall be considered the date of providing the documents.

Payment for providing copies shall be made in the following manner:
189

At the request of any shareholder, the Company or the External Registrar
shall, within days' after the receipt of such request, make available
to the shareholder an extract from the list of persons entitled to participate
in the GMS containing information about such persons, or a certificate that
the person is not included in the list of persons entitled to participate in the
GMS.

Article 7. Confidential Information

7.1.

7.2.

7.3.

IFC_part_6.indd 257

188

189

190

191

Trade secrets or confidential information shall mean any non-public infor-
mation about the Company having actual or potential commercial value
because of the fact that it is unknown to third parties. There is no legal
right to free access to such information, and the possessor of such informa-
tion shall be responsible for taking steps to protect its confidentiality.

The Company shall take all necessary steps and actions to protect its trade
secrets and confidential information.

The following persons shall have access to confidential information:'*!

7.3.1.  Supervisory Board members;
7.3.2. The General Director;

FCSM Code, Chapter 7, Section 1.1.1. recommends a period of five business days.
Specify how the payment for copies shall be made.
Best practice suggests a period of 3-5 days.

List any other officers and employees of the company that shall have access to proprietary
information, or make reference to any other company by-laws containing a list of employees
having access to such information.
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7.3.3. Executive Board members;
7.3.4. Deputy General Directors;
7.3.5.  The Chief Accountant;

7.3.6. The Corporate Secretary; and
7.3.7.

7.4.  These persons shall sign confidentiality agreements with the Company.

7.5.  The General Director shall have the right to make changes and amendments
to the list of persons having access to confidential information.

7.6.  Any person having access to confidential information shall not use such
information for entering into any business transactions, nor shall they dis-
close such information to third parties for commercial use.

7.7.  Persons who have illegally acquired the Company’s trade secrets or confi-
dential information shall reimburse the Company for any losses incurred.
The same shall apply to the employees of the Company who have disclosed
confidential information in violation of their employment contracts, and
to any other contracting parties disclosing such information in violation of
their contractual agreement.

7.8.  Confidential information shall include, but not be exclusively limited to,
the following information:'*

7.8.1. 5
7.8.2. ; and
7.8.3.

7.9. The following documents shall not constitute confidential information of
the Company:

7.9.1. The Company’s founding documents;

7.9.2. Documents providing evidence of certain legal rights, such as
patents, or documents evincing the Company’s legal right to
engage in business operations, e.g. registration certificates, li-
censes, etc.;

7.9.3. Mandatory reports on financial and business operations;

7.9.4. Documents confirming the solvency of the Company;

192 FCSM Code, Chapter 7, Section 4.1.1. recommends including any information that shall be
deemed confidential.
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7.10.

7.9.5.  Documents containing information on the number and composition
of the Company’s employees, their salaries and labor conditions, as
well as available vacancies;

7.9.6. Documents regarding the payment of taxes and other mandatory
payments;

7.9.7.  Documents containing information on environmental pollution;

7.9.8.  Documents concerning compliance with antitrust laws;

7.9.9. Documents with information on noncompliance with labor safety
regulations, the sale of products that may have a harmful effect on
people’s health, as well as any other violations of the Law, and the
amount of damages caused by such noncompliance;

7.9.10. Documents containing information about the participation in
other organizations of any of the members of the Supervisory Board
or Executive Board, the General Director or the General Director’s
deputies, or the Chief Accountant of the Company;

7.9.11. Any documents containing confidential information which have been
released by the Company and have become public information;

7.9.12. ; and

7.9.13.

The Company shall provide access to the documents and information listed
in Clause 7.8 hereof when requested by those governmental and law enforce-
ment authorities entitled to have access to such information pursuant to
law, as well as when requested by employees of the Company.

Article 8. Insider Information

8.1.

IFC_part_6.indd 259

193

Insider information shall include any material non-public information about the
business activities of the Company, its shares and any other securities, as well as
any transactions with these securities, which, if disclosed, might materially affect
the market value of these shares or other securities of the Company.'**

It should be noted that the only document currently containing a definition of “insider
information” is the FCSM Code, Chapter 7, Section 4.2. Russian legislation does not define
those persons considered “insiders,” nor does it establish liability for the improper or
unauthorized use of insider information, nor does it regulate other issues related to control
over the use of insider information. At present, a new law “On Insider Information” is under
consideration by the State Duma, and it is advisable to incorporate appropriate changes and
amendments to the by-law subsequent to the promulgation of such law.
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8.2. Information that meets the following criteria shall be considered insider
information:

8.2.1. Information that directly relates to the Company, its subsidiaries
and their securities, as well as the business prospects of the Com-
pany and its subsidiaries;

8.2.2. Information of a specific nature;

8.2.3.  Any non-public information; and

8.2.4. Information that, if published, might significantly affect the price
of any of the Company’s securities.

8.3.  Any individual or legal entity that has access to insider information pursu-
ant to the Law, job description, or other internal regulation of the Com-
pany, shall be deemed an insider.

8.4. The following persons shall be considered insiders:

8.4.1.  Supervisory Board members, any corporate executive and members
of control bodies of the Company, as well as its subsidiaries and
affiliated companies;

8.4.2.  Persons employed by the Company or its subsidiaries and affili-
ated companies in any official or professional capacity pursuant to
an employment contract, and having access to insider information
pursuant to the terms of such contract; and

8.4.3. The spouses and close relatives of the persons listed herein;

8.4.4. Persons that own a % of voting shares or a % of
votes of the issuer, its subsidiaries, or related companies;

8.4.5.  Officials of governmental authorities and agencies, or local authori-
ties;

8.4.6. Legal entities affiliated with any of the aforementioned persons or
legal entities;

8.4.7. ; and

8.4.8.

8.5. Insiders shall be prohibited from disclosing insider information or from
engaging in any transactions using insider information.

8.6. The procedures for the appropriate handling and use of insider information
shall be established by the Supervisory Board.

8.7.  The General Director shall be responsible for ensuring compliance with the
Law and any special requirements provided for in the Company’s charter,
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by-laws, and other internal documents to prevent conflicts of interest and
to prevent the improper use of insider information by the employees and
business units of the Company.

Article 9. Information Provided to the Company

9.1. If the Company is required to disclose information that is provided to it
by other persons or legal entities, the Company shall use its best efforts
to ensure the timely receipt and continuous update of such informa-
tion.

9.2.  The Company shall be entitled to receive information that is material to the
business activities of the Company in accordance with the Law.

9.3.  The Company’s internal regulations shall set forth the appropriate procedure
and deadlines for filing, and define the personal information required to
be filed by candidates for the Company’s elective bodies.

9.4.  Supervisory Board members, the General Director, Executive Board mem-
bers, and shareholders owning more than 20% of voting shares of the
Company who have been deemed interested parties in any transaction shall
provide the Supervisory Board, the Revision Commission, and the External
Auditor with information regarding:

9.4.1.  Legal entities in which such person owns 20% or more of the vot-
ing shares (interest), regardless of whether individually or jointly
owned with affiliated persons;

9.4.2.  Legal entities in which they hold positions in the governing bodies;
and

9.4.3.  All executed, negotiated, or proposed deals known to them in which
they might be considered an interested party.

9.5.  When requested by the General Director or other persons duly authorized
by the General Director, the External Registrar shall make available that
information included in the shareholder register in accordance with the
procedures set forth by the Law.

9.6. The Company shall keep a record of its affiliates and file reports on such
affiliates in accordance with the Law.

9.7. Affiliates of the Company shall notify the Company in writing within ten
days of the purchase by such affiliate of any of the Company’s shares, and
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such notification shall state the number and type (class) of the shares so
purchased.

9.8. If any damage is caused to the Company because of the failure by any af-
filiate to disclose such information, or by the untimely disclosure of such
information by the affiliate, then that affiliate shall be held liable for any
damages caused thereby to the Company.

9.9. The External Auditor shall provide the Company with the results of any
audit of the Company’s financial and business operations in accordance
with the Law and the contract with the External Auditor.
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Article 1. General Provisions

1.1.

1.2.

1.3.

1.4.

1.5.

This By-law for the Revision Commission (hereinafter the By-law) of the
Open Joint Stock Company « » (hereinafter the
Company) has been developed in accordance with relevant provisions of
laws of the Russian Federation (hereinafter the Law), the Company char-
ter, other internal corporate documents, and the recommendations of the
Federal Commission for the Securities Market’s Code of Corporate Con-
duct (hereinafter the FCSM Code).

The By-law determines the authority, composition, rights and duties,
nomination and working procedures, and remuneration of the Revision
Commission.

The Revision Commission shall act in accordance with the law, the charter,
and other internal documents of the Company.

The Revision Commission shall report to the General Meeting of Sharehold-
ers (hereinafter the GMS).

The relations of the Revision Commission’s members with the Company
shall be regulated by contracts signed on behalf of the Company by the
person duly authorized by the GMS.
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Article 2. Authority

2.1.

2.2.

IFC_part_6.indd 265

The Revision Commission shall be responsible for the control of the finan-
cial and business activities of the Company and its bodies. The Revision
Commission shall further be responsible for compliance by the executive
bodies and the Supervisory Board, as well as Company’s officers, business

units, branches, and representative offices with provisions of the Law, the
Charter and by-laws of the Company regarding the Company’s business
activities.

The Revision Commission shall:

2.2.1.

2.2.2.

2.2.3.

2.2.4.

2.2.5.

2.2.6.

2.2.7.

2.2.8.

2.2.9.

2.2.10.

2.2.11.
2.2.12.

Perform regular and extraordinary inspections of the financial and
business operations of the Company, and present its findings to
the GMS;

Perform inspections of specific aspects of the financial and busi-
ness operations of the Company at the request of a shareholder
(or a group of shareholders) owning not less than 10% of voting
shares, or at the request of the Supervisory Board;

Ensure that the Supervisory Board and the executive bodies of the
Company act in compliance with the Law, the charter, by-laws, and
relevant internal documents of the Companys;

Investigate cases of the use of insider information;

Check the timeliness of payments to contractors, mandatory budget
payments, accrual and payment of dividends, as well as the meeting
of other financial obligations of the Company;

Check the appropriateness of the use of reserve and other funds of
the Company;

Check the timeliness of payment for the issued shares of the Com-
pany;

Review the financial condition of the Company, its solvency, liquid-
ity of its assets, and creditworthiness;

Confirm the accuracy of information contained in the annual report
and financial documents of the Companys;

Oversee the timeliness of valuation of the Company’s net assets;

; and
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Article 3. Rights and Duties of the Revision Commission

3.1.  The Revision Commission shall have the right to:

3.1.1.  Perform checks and inspections of the financial and business op-
erations of the Company at any time and at its own initiative;

3.1.2.  Request from the Company’s officers and governing bodies the
necessary documents on the financial and business operations of the
Company;

3.1.3.  Request from the Company’s officers and employees written and oral
explanations on any issues that may arise in the course of inspections;

3.1.4.  Issue instructions to remedy the identified violations;

3.1.5.  Request the calling of an Extraordinary General Meeting of Share-
holders (hereinafter EGM), as well as a Supervisory Board meeting;

3.1.6. Familiarize itself with the External Auditor’s opinion;

3.1.7.  Use the services of outside experts, specialists, and/or auditors who
are not the Company’s employees as required;

3.1.8. ; and

@ 3.1.9.

3.2.  Revision Commission members shall have the right to attend meetings of
the Executive Board and Supervisory Board as observers.
3.3.  The Revision Commission shall:

3.3.1. Make reports based on the results of inspections and submit them
to the GMS and the initiator of the inspection within days
of the completion of the inspection;'*

3.3.2.  Register all instances of noncompliance with the Law, the charter,
by-laws, and rules and instructions by the officers and employees
of the Company during business operations of the Company;

3.3.3. Inform the shareholders of the violations identified;

3.3.4.  Monitor compliance with its instructions by the Company’s officers;

3.3.5.  Not later than 40 days prior to the date of the Annual General Meeteng
of Sharefolders (hereinafter AGM), submit to the Supervisory Board
its opinion on the accuracy of data contained in the annual report and
annual financial statements of the Company;

194 Best practice suggests two weeks.
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3.4.

3.3.6. Maintain records of violations it identifies and furnish information
on such violations to the Supervisory Board and its Audit Commit-
tee;!%?

3.3.7. ; and

3.3.8.

Revision Commission members must participate in the Revision Commis-
sion meetings and its inspections, as well as attend the GMS and answer
questions of the attendees.

Article 4. Composition, Status, and Term of Office of the Revision Commission

4.1.

4.2.
4.3.

4.4.

4.5.

4.6.

4.7.

4.8.

IFC_part_6.indd 267
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The Charter determines the number of Revision Commission members.
Members shall be elected to serve until the next AGM.

Only individuals may be Revision Commission members.

Revision Commission members may not at the same time be members of
the Supervisory Board, the Executive Board, the Counting Commission, or
the General Director of the Company, or of a legal entity competing with
the Company.'?

The same person may be re-elected as a Revision Commission member an
unlimited number of times.

The Revision Commission members must have the necessary business, fi-
nancial, and accounting experience, as well as knowledge of accounting and
financial reporting.

The GMS may at any time terminate the powers of any Revision Commis-
sion member before expiration of his term.

Revision Commission members shall elect from among themselves the
Chairman at their first meeting.

The Chairman of the Revision Commission shall:

4.8.1.  Organize the work of the Revision Commission;
4.8.2. Call Revision Commission meetings;

As recommended by the FCSM Code in Chapter 8, Section 2.1.2. The internal regulations
of the company should provide for the establishment of the Audit Committee.

It is recommended that the Revision Commission does not include family members of directors
or managers. The GMS may establish additional categories of persons who may not be
Revision Commission members.
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4.8.3.  Preside over Revision Commission meetings;
4.8.4. ; and
4.8.5.

4.9. The Deputy Chairman of the Revision Commission shall perform the func-
tions of the Chairman during the absence of the latter.

Article 5. Procedure for Nominating Candidates to the Revision Commission

5.1. Candidates to the Revision Commission may be nominated by a share-
holder (or a group of shareholders) owning at least 2% of voting shares of
the Company as of the date of such nomination.

5.2.  Shareholder proposals must be received by the Company within
calendar days of the end of the financial year."”

5.3.  The Supervisory Board may nominate candidates to the Revision Commis-
sion if shareholders have nominated an insufficient number of candidates.

5.4. The number of candidates nominated to the Revision Commission by each
proposing shareholder or shareholder group may not exceed the number of
the members to be elected to the Revision Commission pursuant to the
Company’s charter.

5.5.  Proposals on the nomination of candidates may be made by:

5.5.1. Registered mail to the following address:
, to the attention of [specify title and
name of the person responsible for receipt of proposals]; or
5.5.2.  Personal delivery against confirmation of receipt to
[the Secretary of the Supervisory Board or the Corporate
Secretary, if such position has been established, or another person
authorized to receive written correspondence addressed to the Com-

pany].
5.6. The deadline for proposing candidates shall be established in accordance

with the requirements for preparing, calling, and conducting the GMS es-
tablished by the Law.'®

197 LJSC, Article 53, Clause 1. The company must receive such proposals within 30 days from
the end of the financial year, unless the company’s charter provides for a longer period.

1% See FCSM Regulation No. 17/ps on the Approval of the Regulation on Additional Requirements
to the Procedure for Preparing, Calling, and Conducting the General Meeting of Shareholders.
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5.7.

5.8.

5.9.

5.10.

Proposals on the nomination of candidates shall be made in writing and
shall state:

5.7.1.  The name of the shareholder(s) submitting the proposal; and
5.7.2.  The number and category (class) of shares owned by them.

The proposal on the nomination of a candidate shall contain the following
information:

5.8.1. The first name, patronymic, and surname of each of the nomi-
nated candidates, and date of birth;

5.8.2.  Educational background, including continuous professional educa-
tion (name of educational institution, date of graduation, degree
or diploma, honorary mention, etc.);

5.8.3.  Place of work and positions held over the past ___ years, and posi-
tions held by the candidate in the governing bodies of other legal
entities over the past years;'”

5.8.4.  List of legal entities of which the candidate is a shareholder, stating the
number of shares (interest) in the charter capital of such legal entities;

5.8.5. List of persons with which the candidate is affiliated, stating the
nature of the affiliation;

5.8.6. Relations of the candidate with affiliated persons and major partners
of the Company, as well as candidate’s affiliation with the Com-
pany;

5.8.7.  Outstanding criminal convictions and administrative disqualifica-
tions, if any;

5.8.8.  Name of the body to which the candidate is nominated (the Revi-
sion Commission in this case);

5.8.9. ;

5.8.10. ; and

5.8.11. Other information material to the election of the candidate as a
Revision Commission member.

Such proposals may also contain the candidate’s consent to stand for elec-
tion.

The proposal shall be signed by the shareholders or their representatives. If
a representative signs the proposal, a power of attorney shall be attached.

19 FCSM Code, Chapter 3, Section 2.3.1 recommends five years.
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5.11. The Supervisory Board shall review the proposals and make a decision on
accepting or rejecting the candidates to be included into the list of candidates
for the position of the Revision Commission within five days after the end
of the period set forth in Clause 5.2 hereof.

5.12. A motivated decision of the Supervisory Board to reject the inclusion of a
candidate into the list of candidates shall be sent to the proposing
shareholder(s) within three days of when the decision was made.

5.13. The nominated candidates shall be included into the list of candidates, un-
less:

5.13.1. The shareholder(s) failed to submit the proposal within the time-
frame set by Clause 5.2 hereof;

5.13.2. The shareholder(s) do not own a sufficient number of voting shares
of the Company as set forth in Clause 5.1 hereof; and

5.13.3. The proposal does not meet the requirements set forth in Clauses
5.7 and 5.8 hereof.

5.14. Candidates nominated to the Revision Commission may stand down until
the moment the Supervisory Board includes the candidate into the list of

@ candidates.

Article 6. Organizing the Work

6.1. The Revision Commission shall organize its work in the form of regular
and extraordinary inspections, as well as meetings to discuss issues related
to conducting inspections and organizing its work.

6.2.  Scheduled inspections shall be conducted based on a fixed schedule that is
based on target dates for approving the results of the financial and business
operations for the year.

6.3. Extraordinary inspections shall be conducted:

6.3.1. On the basis of a decision of the GMS;

6.3.2.  On the basis of a decision of the Supervisory Board;

6.3.3.  Upon the request of shareholders owning not less than 10% of
voting shares of the Company; or

6.3.4. At the initiative of the Revision Commission.

6.4. Extraordinary inspections of financial and business operations of the Com-
pany shall start not later than ___ days after the shareholder’s request to
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6.5.

6.6.

6.7.

6.8.

6.9.

6.10.

6.11.

6.12.

IFC_part_6.indd 271

200

201

perform such an inspection is received by the Company, or after the date
of the relevant minutes of the GMS, or the Supervisory Board meeting. The
inspection must be completed within ____ days.*

Upon the results of scheduled and extraordinary inspections, the Revision
Commission shall prepare a report. All Revision Commission members who
participated in the inspection shall sign the report. Any Revision Commis-
sion member who disagrees with the Revision Commission’s report may
prepare a dissenting opinion that shall be appended to and shall be deemed
an integral part of the Revision Commission’s report. If a Revision Com-
mission member does not sign the report and does not provide a dissenting
opinion, the report must contain an explanation.*

In accordance with its report, the Revision Commission may issue instruc-
tions to the officers of the Company requiring them to remedy the identi-
fied violations. The instructions shall be approved by the Revision Com-
mission and signed by the Chairman of the Revision Commission.

The Revision Commission shall meet as required but at least once a quarter,
as well as before and after the completion of each inspection.

Revision Commission meetings may be called by the Chairman of the Re-
vision Commission or by written request of any of its members. The request
must contain the list of issues to be discussed at the meeting. The meeting
must be called within ____ days after the date of the request.

The Revision Commission meetings shall be held in the form of joint at-
tendance. Meetings on organizational issues may be held in the form of
video- or teleconferences.

Revision Commission members shall receive advance written notice of ____
days before the date of the meeting. The notice shall contain information
about the date, time, and location of the meeting, as well as the agenda of
the meeting.

Any Revision Commission member may make proposals and amendments to
the meeting agenda subject to the terms of notification of the meeting.

The Revision Commission meeting shall be valid if at least half of its mem-
bers participate in the meeting.

The FCSM Code recommends that the inspection of financial and business activities start
within 30 days. The inspection must be completed within 90 days.

FCSM Code, Chapter 8, Section 3.1.4.
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6.13. Decisions on all issues shall be made by a majority vote of Revision Com-
mission members attending the meeting.

6.14. In case a member withdraws from the Revision Commission and if the
number of Revision Commission members becomes less than the quorum
as set forth in Clause 6.12 hereof, the Revision Commission shall request
the Supervisory Board to call an EGM.

6.15. Revision Commission members may not delegate their powers to other
persons, including by power of attorney.**

6.16. Minutes of Revision Commission meetings shall be signed by its Chairman
and filed in the book of minutes kept by the Chairman of the Revision
Commission or in the Company’s files.

Article 7. Remuneration and Compensation of Revision Commission Members

7.1.  Subject to the decision of the GMS, Revision Commission members shall
receive compensation (receipts) of expenses incurred by them in connection
with the performance of their duties and receive remuneration for their

work.

7.2.  Revision Commission members shall receive remuneration in the amount
of Rubles.

7.3.  Remuneration shall be payable once every months.

22 FCSM Code, Chapter 8, Section 3.1.2.
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A MODEL BY-LAW ON RISK MANAGEMENT

APPROVED
by decision of the Supervisory Board
of the Open Joint Stock Company « »

Supervisory Board Minutes
No.

of 200_

Signature of the Chairman of the Supervisory Board

dated this __ day of , 200_
[The Company’s Seal]

BY-LAW ON RISK MANAGEMENT

of the Open Joint Stock Company

« »

The city of
, 200_
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Article 1. General Provisions

1.1.  This By-law on Risk Management (hereinafter the By-law) of the Open Joint
Stock Company « » (hereinafter the Company) has
been developed and drafted in accordance with the laws of the Russian Fed-
eration (hereinafter the Law), the charter of the Company, by-laws, and
other internal corporate documents, and recommendations of the Federal
Commission for the Securities Market’s Code of Corporate Conduct (here-
inafter the FCSM Code).2

1.2.  The By-law defines the principles and elements of the risk management
system, risk management methods, monitoring and control over the effi-
ciency of the risk management system, the bodies responsible for the risk
management system, and information disclosure.

203 This By-law has been developed to help companies implement the requirements of the FCSM Code
and is consistent with recommendations of specialized institutions. For more information see:

 Internal Control, Guidance for Directors on the Combined Code, The Institute of Chartered
Accountants in England & Wales, 1999.

+ Implementing Turnbull — A Boardroom Briefing, The Institute of Chartered Accountants
in England & Wales, 1999.

+ A Risk Management Standard, The Institute of Risk Management (IRM), The Association
of Insurance and Risk Managers (AIRMIC), The National Forum for Risk Management in
the Public Sector, 2002.

* Internal Control — Integrated Framework, Committee of Sponsoring Organizations of the
Treadway Commission (COSO), U.K.

* Act on Corporate Control and Transparency (KonTraG), Germany.
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Article 2. Definitions, Principles, and Objectives of Risk Management

2.1.

2.2

2.3.

2.4.

2.5.

2.6.

IFC_part_6.indd 275

For the purposes of the By-law, risk shall be defined as the probability of
an event occurring, and its expected effect upon the Company’s activities.
The Company’s approach to risk management takes into account the po-
tential of unfavorable events or threats, and the potential of favorable events
or opportunities.

The Company views risk management as one of the most important elements
of strategic management and internal control. Risk management is a process
utilized by the Company which regularly identifies, evaluates, and controls
threats and opportunities; modifies its operations for the purpose of decreas-
ing the level of threats and in order to take advantage of any opportunities;
and informs shareholders and other stakeholders thereof.

The Company’s system of risk management is not designed to eliminate
risks, but to increase the probability that the Company’s strategic goals will
be attained and in addition, take appropriate actions to decrease the prob-
ability and amount of potential losses. To this end, the Company clearly
defines the levels of risk acceptable for each category of corporate activity.
An integrated risk management system takes into account the interrelation
of various risks for the purpose of evaluating their aggregate effect on the
Company’s operations, and uniformly evaluating the potential of financial,
operational, and other risks.

The By-law is not limited to the protection of shareholder interests; it also
takes into account the potential consequences of the Company’s operations
for other stakeholders.

Implementing and maintaining the risk management system has the follow-
ing objectives:

2.6.1. Compliance with corporate governance standards which focus on
identifying, monitoring, and managing the risks, and properly dis-
closing information regarding such risks;

2.6.2.  Preventing situations that threaten the strategic goals and objectives
of the Company, and providing protection against them;

2.6.3.  Coordinating and integrating risk management affecting various
aspects of the Company’s financial and business activities to gener-
ally increase the efficiency of management;

2.6.4. Taking advantage of opportunities for increasing the value of the
Company’s assets and the Company’s long-term profitability; and

2.6.5.
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Article 3. Risk Identification

3.1. The Company uses its best efforts to identify all material risks. To achieve
this objective, the Company uses standardized questionnaires, joint meetings
of those persons responsible for risk identification, surveys conducted by
external consultants, benchmarking, results of internal and external audits,
and other methods of risk identification.

3.2.  The Company identifies the risks related to all aspects of its operations, and
maintains a register of risks. The register is limited to the description of
the nature of the risk, and an experts’ opinion regarding the materiality of
such risks for the Company’s operations. The register shall be updated
periodically to reflect any changes in the external and internal conditions
of the Company’s operations.

Article 4. Analysis, Evaluation, and Classification of Risks

4.1.  For each of the material risks, the Company assesses the probability of all pos-
sible outcomes, and the expected effects of each risk on shareholder value.

4.2. Based on this assessment and the allocation of certain risks to a certain
management function (e.g. strategic, operating, financial), risks are classified
in the form of a “risk chart” and “risk matrix.”*

4.3. The Company uses simple, measurable, and well-defined indicators that
allow it to assess the current probability of an expected event that correspond
to each material risk. When an indicator approaches a certain critical
threshold, it signals the necessity for management’s and/or the Supervisory
Board’s intervention and decision-making.

4.4. For each risk indicator, the Company determines critical thresholds based
on the level of acceptable risk and the relevant objectives of the Company.

4.5.  After a preliminary assessment of the risks identified, the Company reviews
registered risks in light of the Company’s priorities and needs. As a result,
risks that have been rated as high or low may receive a different rating.*®

24 Methods of assessment and the risk chart/matrix format depend upon the objectives and

specific features of a company’s operations. The main goal of the chart is to illustrate relative
priorities of material risks and allocate them by certain areas of functional responsibility. An
example has been included at the end of this By-law in Exhibits 1 and 2.

205 If the risks are re-evaluated, minutes reflecting the relevant discussions on this matter should

be kept. Many of the risks may be insignificant, but sometimes they may be numerous.
This, in turn, may impede focusing on major and material risks.
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Article 5. Risk Management Methods

5.1.  For each material risk, the Company develops methods and solutions for deal-
ing with such risks, for minimizing possible losses, but also to take advantage
of opportunities presented. Such methods include, but are not limited to, de-
tailed response programs when risk indicators reach critical thresholds.

5.2.  The type and structure of the method is based on a reasonable balance
between the expected economic effect of its application and the costs of its
implementation.

5.3.  Main risk management methods applied by the Company are:

5.3.1.  Acceptance and recording of risk;

5.3.2.  Sharing the risk with other parties;

5.3.3. Termination of risk (e.g. canceling the project);

5.3.4. Financing the risk (insurance, additional investments, or financing
for the project, reducing the risk to an acceptable level);

5.3.5. Diversification of risks; and

5.3.6.

5.4. Key considerations for choosing risk management methods are:

5.4.1. The Company’s willingness to accept a certain amount of risk;
5.4.2. Balance between preventive versus detective controls;

5.4.3.  Weighing the costs versus the benefits of control; and

5.4.4.

Article 6. Monitoring and Control of the Risk Management System

6.1. The Company shall ensure ongoing monitoring and review of the risk
management system.

Article 7. Bodies Responsible for the Risk Management System

7.1.  The Heads of the Company’s structural units are responsible for identifying
risks in their respective areas of the Company’s operations and within the
scope of their authority as vested in them by the General Director.

7.2.  The General Director is responsible for the implementation of the Compa-
ny’s overall risk management policy.

7.3.  The General Director establishes a standing body [a council,
committee, commission, risk management department] that reports
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directly to the General Director. This body consists of the following
persons:

7.3.1.  Deputy General Director;
7.3.2. Heads of structural units;

7.3.3. ;
7.3.4. ; and
7.3.5.
7.4.  The body shall meet regularly, once every ___ weeks to address the follow-
ing issues:

7.4.1. The Company’s operational, financial, and strategic risks, and any
other risks identified by the structural units of the Company;

7.4.2.  The appraisal and analysis of identified risks;

7.4.3.  The development and review of the risk chart;

7.44. The development of risk management methods for each separate
risk; and

7.4.5.

7.5.  Results of the risk management body meetings are reported directly to the
[0} General Director.

7.6.  The General Director is responsible for submitting regular reports to the
Supervisory Board that include information on the overall condition of the
risk management system, any deficiencies in the system which have been
identified, and specific proposals for its improvement.

7.7.  If the Supervisory Board receives information on any material deficiencies
in the risk management system, it commences an audit of the executive
bodies and, if necessary, an assessment of the effectiveness of the risk
management system.

7.8.  The Supervisory Board approves the Company’s risk management policy,
reviews its efficiency, and takes measures to improve it on regular basis.

7.9.  The control over the Company’s risk management system is the responsibil-
ity of the Supervisory Board [the Audit Committee and/or the Strategic
Planning and Finance Committee, if established].

7.10. The Supervisory Board reviews the following issues on a regular basis:
7.10.1. The nature and relative weight (significance) to be assigned to

various risks faced by the Companys;
7.10.2. Identification of acceptable and unacceptable risks for the Company;
7.10.3. The Company’s ability to compensate for losses associated with
risks or manage those risks deemed acceptable;
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7.10.4. The cost of maintaining a comprehensive risk management system
relative to its potential economic effect;

7.10.5. Structure and arrangements of the Company’s risk management
system; and

7.10.6.

7.11. After receiving the annual appraisal of the risk management system, the
Supervisory Board shall discuss and take a position on:

7.11.1. Changes in the nature and priorities of material risks since the most recent
annual review, and the Company’s ability to react to such changes;

7.11.2. Quality and volume of activities of the executive bodies, Internal
Auditor, and other bodies of internal control in the area of risk
management;

7.11.3.  Whether the reports on the status of risk management are pro-
vided by the executive bodies to the Supervisory Board and its
committees in a timely and complete fashion;

7.11.4. Material errors in the risk management system during the reporting
period, and the consequences of such errors for the Company’s
financial and business activities;

7.11.5. The efficiency of the Company’s accountability to outside stake-
holders; and

7.11.6.

Article 8. Disclosure of Information on Risk Management

8.1.  The risk management policy is viewed as an important element of the in-
ternal organizational culture, and shall be communicated to all employees.
The company maintains communication channels between the Supervisory
Board, the executive bodies, and all functional units for appropriate manage-
ment of operational and strategic risks.

8.2.  The Company discloses in its annual report the following information for
outside stakeholders:

8.2.1.  The structure of responsibility for various risk management functions;

8.2.2.  An analysis of material risks to the Company;

8.2.3.  Control processes for material risks, and risk management methods;

8.2.4. Changes made to the company’s risk management system and the
grounds for such changes; and

8.2.5.
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EXHIBIT

Company/Project Name:

Project Status:

1. RISK MANAGEMENT CHART

1. PARTIES INVOLVED:

Name

Title Department/Company

2. POTENTIAL RISKS:

Potential Risks

Reasons/Explanations

3. RISK MANAGEMENT PLAN:

Potential Risks

Actions taken/planned
(include staff name, date/timeline of action)

Prepared by:

Reviewed by:

Received by:

Date: Signature:
Date: Signature:
Date: Signature:
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Annex 27. A Model By-Law on Risk Management
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Annex 28
A MODEL BY-LAW ON INTERNAL CONTROL

APPROVED
By decision of the Supervisory Board
of the Open Joint Stock Company « »

Supervisory Board Minutes
No.

of 200_

Signature of the Chairman of the Supervisory Board

dated this __ day of , 200
[The Company’s Seal]

BY-LAW ON INTERNAL CONTROL

of the Open Joint Stock Company

« »

The city of
, 200_
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1.1.

1.2.

This By-law on Internal Control (hereinafter the By-law) of the Open Joint

Stock Company «

» (hereinafter the Company)

has been drafted in accordance with the laws of the Russian Federation
(hereinafter the Law), the charter and other internal corporate documents
of the Company, and relevant recommendations of the Federal Commission
for the Securities Market’s Code of Corporate Conduct (hereinafter the

FCSM Code).

The By-Law defines the goals and objectives, principles, and processes, as
well as the Company’s bodies and persons responsible for internal con-

trols.
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Article 2. Definitions

2.1. Internal control is a process conducted jointly by the Supervisory Board,
management, and the company’s employees, the aim of which is to provide
reasonable guarantees that the following Company objectives are attained:

2.1.1.  Financial reporting is reliable and accurate;

2.1.2.  Operations are efficient and effective; and

2.1.3.  Activities and processes comply with the Law, the Company’s in-
ternal rules and guidelines.

2.2.  The internal control system includes the following interrelated elements:

2.2.1. Control environment;

2.2.2.  Risk assessment;

2.2.3.  Control procedures;

2.2.4. Information and communication; and

2.2.5. Control and monitoring of the internal control system’s effi-
ciency.

Article 3. Principles

3.1. The Company’s internal system control is based on the following prin-
ciples:

3.1.1.  The internal control system functions at all times, without inter-
ruption. A system of internal control that functions on an ongoing
basis allows the Company to identify deviations on a timely basis,
and helps to predict such deviations in the future.

3.1.2.  Each person involved in the internal control process is held account-
able. The performance of each person carrying out internal control
functions is, therefore, managed by yet another person within the
internal control system.

3.1.3.  The system of internal control segregates duties. The company pro-
hibits any duplication of control functions, and distributes functions
among the employees so that one and the same person does not
combine functions relating to the authorization of operations with
certain assets, recording of such operations, ensuring and safe-keep-
ing of assets, and inventory of these same assets.

285
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3.1.4.  Proper authorization and approval of operations is established. The
Company establishes procedures for the approval of all financial
and business operations only by authorized persons acting within
the scope of their authority;

3.1.5. The Company ensures the organizational separation of its subdivi-
sion responsible for internal control and, moreover, ensures that
this subdivision is accountable directly to the Supervisory Board
(specifically its Audit Committee);

3.1.6.  All persons involved in the Company’s internal control process are
responsible for the proper performance of control processes;

3.1.7.  All units and departments integrate and cooperate with one another
to ensure proper implementation of the internal control system;

3.1.8. A culture of continuous development and improvement has been
put in place. The Company’s internal control system is structured
in such a way to ensure that it can be flexibly “tuned” to address
new issues, and be receptive to expansions and upgrades in the
system;

3.1.9. A system for timely reporting any deviations has been put in place.
Ensuring the timeliness of reporting on deviations with the shortest
possible deadlines allows authorized persons to receive such infor-
mation in a timely manner and act in an expeditious manner to
correct them;

3.1.10. The level of complexity of the internal control system corresponds
to the level of importance of the object under control;

3.1.11. The Company prioritizes its activities. The Company’s areas of
strategic importance are covered by the internal control system, even
if the efficiency of monitoring such areas, and the ratio between
the costs and the economic benefits are difficult to measure; and

3.1.12. The Company’s internal control system is comprehensive, that is,
it covers all operational areas.

Article 4. Control Environment

4.1.

286
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The control environment within the Company can best be described as the
general attitude of directors, senior managers, and shareholders towards the
internal control system, and their awareness and practical actions aimed at
establishing and maintaining the internal control system in the Company.
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4.2. Control environment factors include:

4.2.1.

4.2.2.
4.2.3.

4.2.4.

The integrity, ethical values, and competence of the Company’s
employees;

Management’s philosophy and operating style;

The way management assigns authorities and responsibilities, and
organizes and develops its own employees; and

The attention and direction provided by the Supervisory Board.

Article 5. Risk Assessment

5.1.  The identification and assessment of the Company’s risks is performed in

accordance with

206

Article 6. Control Activities

6.1. Control activities are the policies and procedures that help ensure that man-
agement directives are carried out, and that necessary steps to address risks
are taken.

6.2.  Specific internal control procedures include:

6.2.1.

6.2.2.
6.2.3.
6.2.4.
6.2.5.
6.2.6.
6.2.7.

6.2.8.

6.2.9.
6.2.10.

Controlling the implementation of the financial and business plans
of the Company;

Comparing current operational data with the budget;

Comparing data provided by various operating units of the Company;
Examining the accuracy of accounting entries;

Checking the accuracy and timeliness of document flows;
Evaluating the efficiency of certain specific transactions;
Checking for the management approvals of the underlying pri-
mary documents;

Conducting periodic and unscheduled inspections, inventories of
assets and liabilities;

Reconciliating and confirmating settlement accounts;

Using information from external sources for the purposes of con-
trol;

26 Insert the name of the by-law or other document regulating the company’s risk management
procedures. See also Annex 27 for a model by-law on risk management.
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6.2.11. Controlling the use of tangible assets;

6.2.12. Physically limiting access to the Company’s assets, the underlying
primary documents, accounting registers, and electronic accounting
files;

6.2.13. ; and

6.2.14.

Article 7. Information and Communication

7.1. Information and communication refer to the identification, capture, and
exchange of information in a timely and useful manner.

7.2.  The Company ensures the availability of full and accurate information on
events and conditions that may affect the Company’s decision-making.

7.3.  The Company is committed to creating a comprehensive system of informa-
tion dissemination to cover all areas of the Company’s activities. Informa-
tion system software is authorized and protected in accordance with pro-
cedures adopted by the Company.

7.4. The Company seeks to create efficient communication channels to ensure
that all governing bodies and persons involved in the internal control process
understand and adhere to approved policies and procedures.

7.5.  The Company ensures the protection of information by prohibiting and
preventing unauthorized access.

Article 8. Control and Monitoring of the Internal Control System

8.1. An ongoing evaluation of the internal control system is conducted to de-
termine the probability and materiality of errors, the occurrence of which
could influence the accuracy of financial statements, and in order to de-
termine whether the internal control system is meeting its stated objec-
tives.

8.2. The review of the Company’s internal control system is conducted in two
stages:

8.2.1. A general overview of the internal control system and preliminary
evaluation of its reliability (Annex 1); and

8.2.2. The confirmation of evaluations of material elements of the inter-
nal control system (Annex 2).
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Article 9. Bodies and Persons Responsible for Internal Control

9.1.  The Supervisory Board and the executive bodies of the Company are re-
sponsible for establishing the proper internal control environment and
maintaining high ethical standards at all levels of the Company’s opera-
tions.

9.2.  The Supervisory Board (through its Audit Committee, if established) shall
be responsible for the approval of the internal control procedures that fall
within the authority of the Supervisory Board.

9.3.  The General Director is responsible for devising and implementing the
internal control system throughout the Company. For this, the General
Director delegates certain authority to managers who are responsible for
internal control functions within specific areas of the Company’s activi-
ties.

9.4. The control and audit body of the Company*” or
[specify the name of another person/body in charge of the internal audit
function] implements control activities on a daily basis and reports to the
Supervisory Board (or its Audit Committee, if established) and the Com-
pany’s executive bodies on the results of the internal audit of the internal
control system. The control and audit body reports to and is functionally
accountable to the Supervisory Board, and is administratively accountable
to the General Director.

9.5. The control and audit body is comprised of _____ staff members that have

the following qualifications:**

9.5.1. ;
9.5.2. ; and
9.5.3.

9.6.  The control and audit body holds regular meetings whenever necessary, but
not less than one meeting every weeks.

9.7.  The results of the meetings of the control and audit body are presented to
the General Director [Finance Director] and the Chairman of the Supervi-
sory Board [Chairman of the Audit Committee].

27 The control audit body may be the Control and Revision Service, or the Internal Auditor, or
any other company department.

2% For example, a higher educational degree, __ years of professional experience in the
industry or sector, etc.

289
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9.8. The Company’s executive bodies shall annually prepare a report on the
internal control regarding the preparation of financial statements for the
Supervisory Board __ days before the Supervisory Board shall approve the
annual report and the annual financial statements.?”

9.9. The report on the internal control over the preparation of financial state-
ments shall contain:

9.9.1. A confirmation of the top managers’ responsibility for implement-
ing proper internal control over the preparation of the financial
statements;

9.9.2. A description of the internal control system and methods used to
evaluate the efficiency of the system;

9.9.3.  Evaluation of the efficiency of the internal control over the prepa-
ration of the financial statements as of the end of the latest fiscal
year as carried out by top managers;

9.9.4. Confirmation that the Company’s External Auditor prepared an
opinion on management’s evaluation;

9.9.5. ; and

9.9.6.

9.10. The Company develops a schedule of audits of its internal control system,
and its subsidiary companies.

9.11. The following functions shall not be allocated to one and the same per-
son:

9.11.1. Immediate and unrestrained access to the assets of a business entity;
9.11.2. Approval of operations with such assets;

9.11.3. Conducting business operations; and

9.11.4. Accounting of business operations.

9.12. The proper functioning of the internal control system depends upon the
professionalism of its employees. The Company employs systems of selec-
tion, engagement, promotion, and professional training of personnel that
ensure the highest qualifications and integrity of such personnel.

9.13. Executive bodies shall disclose information on material deficiencies in the
internal control system.

29 Article 404 of the U.S. Sarbanes-Oxley Act (2002) requires use of this particular report.
Accordingly, Russian companies are strongly advised to consider using this report.
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Exhibit 1. General Overview of the Internal Control System and Preliminary

Evaluation of Its Reliability?"°

Control Environment

| Yes | No | N/A

Organizational Structure

The organizational structure has been developed and approved. It illustrates all
departments, clearly indicating relations among management and the subordina-
tion of departments (employees).

The organizational structure of the department responsible for maintaining ac-
counting records has been developed and approved indicating the relations
within management and subordination of departments (employees).

Approved procedures on document flow exist, which list all of activities involving
the production, review, and processing of documents performed by the depart-
ments and individual employees, and specifies relevant deadlines.

Allocation of Duties, Powers, and Liability

The duties of those employees responsible for conducting commercial, financial,
and business operations are clearly separated from the duties of those employ-
ees in charge of reflecting such operations in the operating system and/or ac-
counting records.

The separation of functions and duties exists among the employees involved in
the operations in a particular segment from their ability to exercise control over
the accounting in such segment.

There are job descriptions for accounting unit employees which specify the allo-
cation of duties, define liability, and establish the scope of authority for each po-
sition.

Those officers having the right to sign underlying documents are clearly identi-
fied.

The persons responsible for safekeeping assets have been officially appointed,
and there is a clear system of accountability for such persons.

If the Company owns expensive assets, the number of persons authorized to
dispose of them is limited in number.

Human Resources Policy

10.

Training sessions, and continuing professional education seminars are conducted
for:

e The members of the inventory commission in connection with the procedure
for conducting and summarizing the results of the inventory of assets;

e The cashier regarding rules for conducting cash operations;

e Those persons accountable for assets regarding matters of control over the
assets; and

e The accounting employees to offer additional training and advanced train-
ing, etc.

IFC_part_6.indd 291
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Notes:

1) The Company uses three levels — high, medium, and low — for the purpose
of assessing the efficiency and reliability of the internal control system in
general, the control culture, and the specific control procedures employed by
the Company.

2) The grading at this stage is done by analyzing the data in the table. The
ratio of positive answers, i.e. those checked “yes”, in relation to the total
number of questions in the questionnaire will be the basis for the assess-
ment. If the ratio is 40-60%, the preliminary assessment of the internal
control system shall be assessed as medium. If the ratio is less than 40%,
the level of the internal control system will be defined as low, and if it is
more than 60%, as high.

3) The results of any preliminary review of the accounting and internal control
systems are generally insufficient to draw a final conclusion as to the overall
efficiency of the internal control system, since a low assessment of reliability
of the internal control system and/or separate controls does not preclude a
medium or high assessment of the level of other individual controls. How-
ever, the results of the first stage should be taken into account during the
process of further review (see Exhibit 2).

4) The completed table is used as the basis for assessing each section and the
entire stage, in general. Subsequently, a review is planned based on the
given results. One should not rely on the existing internal control system
in the areas affected by the sections graded as “low,” and items for which
the answer was “no.” Attention should be paid to those specific areas as-
sessed negatively, although the section as a whole may have been graded as
“medium” or “high.” Based on the initial result received upon assessment
of the entire stage, a decision is made whether one can rely on the internal
control system or not.
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Exhibit 2. Confirming the Evaluation of Material Elements of the Internal

Control System?"

No.

System of Control

Notes

General Matters

Does management create the appropriate atmosphere and culture in the Com-
pany regarding matters of internal control?

Does any control and audit body implement internal control?

Does any regular program regarding the review and assessment of the internal
control system exist as the Company’s operations change?

Does the reporting system provide sufficient information to identify any material
financial and operational problems in a timely manner?

Does the Audit Committee receive the same comments from the External Audi-
tor regarding the internal control system as management does?

How does the External Auditor evaluate the Company’s internal control system?
What suggestions have been made? Does the External Auditor prepare a report
regarding internal control measures for preparing financial statements? Do the
Company and its External Auditor provide a report on the internal control system
to the Company’s shareholders?

Has the External Auditor identified any material defects in the internal control
system’s structure or functioning? Were any of them serious enough to be
considered “material defects”? What was done to cure such defects?

Do both management and the Supervisory Board consider the Company’s inter-
nal control system to be effective? What mechanisms exist within the Company
to prevent accounting fraud or other violations of accounting principles?

How often do the control and audit bodies of the Company (the Revision Com-
mission, the Control and Audit Service, or the Internal Auditor) examine the
Company’s internal control policies and procedures? Have any serious defects
been identified? And, if so, what was done to cure such defects?

Fraudulent and lllegal Practices

10.

Does the Company have any program in place to detect and prevent fraud? Who
is responsible for corporate security? Does the Company have a good control
system to protect the Company’s technology, commercial secrets, and other
confidential information?

11.

Are the internal control policies and procedures efficient enough to reveal any
potential defects, fraud, or illegal practices? Is the the control system sufficient
enough to uncover any unauthorized transactions, for example, unauthorized
securities operations?

211
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No. System of Control Notes
Fraudulent and lllegal Practices (continued)
12. | Is there any system in place which protects against the misappropriation of the
Company’s assets?
13. | Does the control and audit body of the Company have any processes specifi-

cally intended to prevent fraud? Do they include discussions with management
regarding implementing of measures to prevent fraud? Does the Audit Commit-
tee discuss with the External Auditor its review of the risk of fraud during the
course of audits?

14.

Did the Audit Committee receive any information regarding fraudulent or illegal
practices occurring during the previous year? If such practices occurred, what
arrangements did management and the auditing authorities make for dealing
with such events?

15.

Were any employees involved in committing fraud? If so, what sanctions were
imposed against such employees? Were these cases disclosed to the public?

16.

What policies and procedures does the Company have in order to uncover and
prevent any insider transactions? Were any such violations revealed during the
previous year? If so, what measures did management and the control and audit
body take to rectify the situation?

17.

Does the Company have any policies or procedures concerning voluntarily dis-
closing information as to material terms (the price, periods, payment proce-
dures) of supply agreements with counterparts representing the interests of
state agencies or departments?

18.

Who is responsible for the enforcement of the Company’s internal control policies
and procedures? Does this person have a sufficiently high level of experience and
expertise to ensure efficient performance of its duties and responsibilities?

19.

Are the Company’s lawyers required by the Company to report any possible vio-
lations of laws and regulations to executives at the relevant level? Has such in-
formation ever been reported? If so, what measures were taken as a result?

External Audit

20.

How often does the External Auditor meet with the control and audit body and
the Audit Committee? Does management take part in such meetings? Does the
Audit Committee meet with the External Auditor separately, i.e. without manage-
ment being present?

21.

Does the Audit Committee analyze the breadth and degree of the External Audi-
tor’ intended audit prior to such audit? Does it hold any meetings with the Ex-
ternal Auditor when the audit is completed? What mechanism ensures that the
Audit Committee follows the Auditor’'s recommendations?

22.

Who appoints the External Auditor? What is the decision-making process for
the Audit Committee to decide on appointment of the existing Auditor or election
of a new one? If shareholders do not approve this decision, what are the rea-
sons?

23.

Does the External Auditor have any relationship with management or the Super-
visory Board that may be viewed as a conflict of interest?

294
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No.

System of Control

Notes

External Audit (continued)

24.

What kind of non-audit services does the External Auditor provide? Do the fees
for such non-audit services significantly exceed typical audit fees and if so,
why? How do the fees for non-audit services compare with the fees paid by
other companies in the same industry in terms of their form and amount?

25.

Has any competitive selection process been carried out, or any other method
used to guarantee that the External Auditor's services are offered at market
prices and pursuant to accepted standards? What fees do other consulting
firms charge, and what is the percentage of the total fees for such consulting
services that the External Auditor receives?

26.

Does the External Auditor provide the Company with any internal audit ser-
vices? Does the Company plan on having the External Auditor provide such
services?

27.

Does the External Auditor advise the Company on matters of structuring trans-
actions? If so, what kind of advice is provided? Does the External Auditor ana-
lyze any material and complex transactions from the point of view of accounting
and tax matters? Is the control and audit body informed about such transac-
tions? What methods are applied to supply the External Auditor with all the
necessary information in order to ensure accurate taxation? Does the Company
consult with the technical staff of the External Auditor? Has the Company ever
had any disagreements with the External Auditor concerning the accounting for
such complicated transactions?

28.

Has the Company ever considered periodic rotation of the External Auditor’s lead
partner, or even the entire audit firm?

29.

How many years has the External Auditor audited the Company?

30.

If the External Auditor was dismissed/replaced, what were the reasons? If the
External Auditor refused to conduct further audits of the Company, what were
the reasons?

31.

Did the company have any disagreements with the previous External Auditor
concerning the Company’s accounting practices? If so, what were the reasons
of such disagreements?

32.

What are the nature and scope of errors in the financial statements which were
revealed by the External Auditor and which were not corrected by manage-
ment?

33.

Did the Audit Committee have any consultations with its advisers or any
other audit firm? What necessitated such consultations? Does the Audit
Committee believe that such consultations will become a standard practice in
the future?

34.

Does the Company use the services of any other audit firms in order to audit
its subsidiaries? Are all the Company’s divisions audited? Is any Auditor’s
report on financial statements of Company’s subsidiaries qualified? If yes,
why did the Auditor’s report on the parent company not disclose such infor-
mation?

35.

Does the External Auditor visit the main operating units of the Company on a
regular basis?

IFC_part_6.indd 295
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No.

System of Control

Notes

Internal Audit

36.

Does the Company have an Internal Auditor or internal audit unit? If not, does the
Company plan on establishing one? When will it start operating? What costs are
involved in its creation?

37.

How many Internal Auditors are there in the Company, and how does this figure
compare to similar companies? What is the amount of annual expenses for
maintaining the Internal Auditor? What have been the trends for changing the
personnel of the Company’s Internal Auditor over the last five years?

38.

How often do the internal audit representatives meet the Audit Committee?
Does management take part in such meetings? Are any meetings held without
management’s participation? Does the Audit Committee meet the Internal Auditors
separately?

39.

Does the Audit Committee conduct a preliminary evaluation of the scope of work
of the Internal Auditors? What mechanism, if any, ensures the Committee’s
compliance with the Internal Auditors’ recommendations?

40.

Does the Internal Auditor participate in the audit of financial statements?

41.

Does the Company have any Internal Auditors specializing in the audit of infor-
mation systems and control systems? Do their responsibilities include exami-
nation of computer security and business continuity planning?

42.

Does the Internal Auditor include specialists in the area of operations with finan-
cial instruments? How often does the Internal Auditor inspect operations with
derivative instruments and risk management procedures?

43.

Is the Internal Auditor encouraged to receive additional professional training (for
example, to qualify as a certified accountant)? How is the appropriate profes-
sional level of the Company’s Internal Auditor maintained?

44,

What governing body does the Internal Auditor report to? Does the head of the
Internal Auditor function have permanent access to Audit Committee members?
Does the Supervisory Board approve the By-law on Internal Control and the
scope of work of the Internal Auditor? Can management dismiss the head of the
Internal Auditor without the consent of the Audit Committee?

45.

Are there any limitations on the scope of work of the Internal Auditor? Do the
Internal Auditors have unrestricted access to all units, documents and personnel
of the Company?

46.

How often do the representatives of the Internal Auditor visit each of the operat-
ing units? Do they audit foreign units? Are there any offices or units of the
Company that the Internal Auditors have never visited?

47.

Does the Internal Auditor conduct operational (managerial) audits intending to
identify opportunities to increase production efficiency and eliminate instances
of inefficient operation? How much time does the operational audit take in com-
parison with the financial audit?

48.

Do the Internal Auditors prepare written reports for each audit? Who receives
such reports? Who is responsible for implementing the recommendations?

49.

Does the Company use the External Auditor's employees to conduct internal
audits? If so, does this procedure violate the requirements regarding the Exter-
nal Auditor’s independence?
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No.

System of Control

Notes

Internal Audit (continued)

50.

Does the Company engage any other audit firm to conduct the internal audit?
What is the relationship between the External Auditor and the firm that provides
internal audit services?

51.

Has an external audit of the standards and efficiency of the Internal Auditor ever
been conducted?

General Financial Accounting Matters

52.

How does the Company gauge the quality of its accounting practices? Can the
Company’s accounting policy generally be described as aggressive or conserva-
tive?

53.

Have the press or analysts expressed any concerns regarding the accounting
policy of the Company?

54.

How does the Company’s accounting policy compare with those of its main
competitors?

55.

Is the Company’s accounting policy consistent with the last year’s policy? Were
there any changes in the accounting policy? If so, how did such changes influ-
ence the financial results? Are there any plans to change the accounting policy
next year? What is the expected effect?

56.

What quantitative and qualitative factors does the Company consider important
for purposes of making decisions regarding the materiality of violations during
reviews of the financial statements?

57.

Did the Company have to amend the profit and loss statement? If yes, what was
the reason for the misstatement, and how was it discovered? Is there any pos-
sibility that these misstatements were deliberate?

58.

Why has the information about (a material event such as acquisition,
write-off, or sale) not been made available earlier? How long did such informa-
tion remain undisclosed? Is the Company considering any similar transactions
in the near future?

59.

Are the financial statements of the Company available on the internet? Does the
Company plan to distribute hard copies of its annual report directly to share-
holders?

60.

Why did the Company change its accounting method of [name
transactions]? Why is the new method better than the old one?

61.

What is the cause for the increase/reduction of [name account] as com-
pared to the last year?

62.

What general items were included into [name account]?

63.

What is the Company’s accounting policy regarding ___ [name transaction]?

64.

What extraordinary accounting entries affected the comparability of results?

65.

What items are included into “other” in (name the balance sheet line]?

66.

What kind of information does the Company provide regarding its trading activity,
in particular, its over the counter transactions where fair or market value price
must be determined separately?
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The Russia Corporate Governance Manual

No. System of Control Notes
Financial Accounting Matters: Information Disclosure in the Annual Report
67. | Does the Company include in its annual report information on material aspects

of its accounting policy, assumptions and uncertainties that affect the applica-
tion of its policy, and the probability of the amounts being materially different
based on other assumptions? What are the most material assumptions and
qualifications that management uses in preparing the financial statements?

68.

What does the Company do in order to make its financial statements transparent
and easy to understand? Do the financial statements of the Company and its
annual report reflect actual business risks and economic reality accurately, com-
pletely, and clearly?

69.

Why does the Company not increase the scope of information in its annual re-
port by including more analytical information and forecasts, and information
about current issues and steps to resolve problems?

70.

Does the Company’s annual report clearly explain the external environment, in-
dustry dynamics, and the Company’s position in the market?

71.

Does the Company’s annual report reflect its strategy in terms of its market
capitalization?

72.

Are the Company’s financial objectives clearly stated, and to what extent have
they been fulfilled by the Company? Is information included about the manage-
rial and governance structures responsible for fulfilling the Company’s strate-
gies?

73.

Is it clear from the annual report what the basis for the Company’s financial
performance is, how efficient the Company is in managing such resources as
personnel, innovations, clients, trademarks, and suppliers, and what the Compa-
ny’s reputation is with stakeholders in terms of its environmental responsibility?

Financial Accounting Matters: Accounting

74.

Have accounting records been kept in accordance with the Company’s approved
accounting policy for the relevant period?

75.

Does the Chief Accountant or any other authorized person check internal trans-
actions to control whether all current business transactions are fully reflected in
the accounts, and whether internal transactions comply with the rules in ef-
fect?

76.

If the Company is conducting internal transactions which are not referenced or
reflected in the chart of accounts (accounting records), do these internal trans-
actions lead to a violation of accounting rules and, as a result, are misstatements
of the taxable base and financial results material?

7.

Are the business transactions authorized by management, both in their entirety
and on each phase of the transaction (for example, all underlying petty cash
vouchers and accounts payable are approved by the authorized manager)?

78.

Do the accounting records reflect all business transactions based on the pri-
mary documents only?

79.

Do the synthetic accounting balance data in the ledger correspond to the ac-
counting balance data in the order record books or in any other backup account-
ing registers?
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No.

System of Control

Notes

Financial Accounting Matters: Accounting (continued)

80.

Does analytical accounting data correspond to primary document data regarding
the designation, terms and amount, and to the synthetic accounting data?

81.

Do the closing balances in the accounting registers correspond to the opening
balances of the next reporting period?

82.

Are there any inconsistencies between the amounts of a particular internal trans-
action as reflected in different accounting registers (for example, in the order
register and in the ledger)?

83.

Are there any inconsistencies between the balances of any particular account as
reflected in different accounting registers (for example, the balance of the cash
account which is registered in the ledger may not correspond to the same ac-
count balance registered in the cashbook)?

84.

Are primary documents and accounting registers free from any notes made in
pencil or unspecified corrections?

85.

Are accounting operations registered on the basis of the accrual method?

86.

Has any particular person been appointed to be responsible for, and is there any
control over the timing of payments under invoices to avoid penalties for the
breach of contractual obligations?

87.

Are earmarked funds used for their intended purpose (subject to approved esti-
mates and plans)?

88.

Are all funds created in accordance with the Company’s charter spent in ac-
cordance with their purpose?

Financial Accounting Matters: Financial Results

89.

How do actual sales and revenues relate to the numbers in the forecasts and the
budget, or the numbers for the previous year? If any differences exists, what are
the reasons for such differences? To what extent did operating volumes influence
these differences? Or the assortment of goods/services? Or the price?

90.

If the financial results of the Company differ from the forecasted figures or from
forecasts by analysts, what are the reasons?

91.

What percentage of any increase in sales is accounted for by new acquisitions?

92.

How much money did the Company save over the past year because of cost-sav-
ing measures?

93.

What share of the Company’s net profit accounts for one-time transactions?
What kind of transactions were they?

94.

How do revenues and the major financial indices of the Company compare with
the data for other companies in this industry? How do cash flows and the Com-
pany’s liquidity compare with those of its competitors? If operational cash flows
fail to grow as fast as the net profit, what are the reasons for that?

95.

How much money was spent on advertising and goods promotion this past
year? Will these expenses increase or decrease next year?

96.

If the Company’s receivables increase faster than sales, what are the reasons for
that? Does the Company provide major clients with additional financing in order
to encourage sales? Has the Company had to write off any part of such debts?
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No. System of Control Notes
Financial Accounting Matters: Financial Results (continued)
97. | What was the total amount of debt written off last year? How can it be compared

with other companies in this industry? What were the largest amounts of debt
written off?

98.

How much in receivables are owed by insolvent or bankrupt companies? Has
any reserve been set aside, and if so, do such reserves cover the full amount of
these debts?

99.

Is there any risk of default from the Company’s major suppliers or customers,
or other major contracting parties, because of financial problems or bank-
ruptcy?

100.

Are there any direct or indirect operational risks, including risks connected with
off-balance contracts, with a company that has initiated bankruptcy proceed-
ings?

101.

Does the Company have any joint investment projects, derivative, or other
contracts with a company that has claimed bankruptcy? If yes, has the
value of such joint investments decreased as a direct result thereof?
What was the estimated value of those investments at the end of the
year?

102.

Why are [a competitor’s] operational results so much better than the Com-
pany’s results?

103.

How does the Company’s return on investments compare with other companies
in this industry?

104.

How does the Company’s profitability compare with changes in revenues? If the
net profit has not grown in proportion to revenues, then what factors influenced
the situation?

105.

Were there any material revisions of profit data made in the fourth quarter?

Control Over Computer Data Processing System

106.

Is software appropriately licensed?

107.

Is the program protected from access by third parties who may change or delete
data?

108.

Are electronic accounting data backed-up on a regular basis to prevent loss or
deletion?

109.

Do the original electronic forms (templates) of primary documents and ac-
counting registers developed by the company (an order register, a cash
register, the ledger) satisfy the requirements for unified and approved
forms?

110.

Does the business accounting data processing algorithms comply with current
laws? When using the electronic business accounting method overall, or in
certain areas, is it necessary to selectively check and confirm the validity of
calculations under the main orders? For example, when using the computerized
method of filling in tax returns, are the tax accounting formulas and the tax rates
correct? When using the computerized method of filling in accounting forms,
are the formula and synthetic accounts which are involved in the calculations
correct?
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Notes:

1) The processing of the data is carried out in the same way as for the table in
Exhibit 1. Thereafter, an evaluation of the functioning of the accounting and
internal control system should be separately conducted for each Company
unit and for the Company as a whole.

2) The report on the evaluation shall provide a description of any identified
shortcomings with suggestions for remedying such deficiencies. In this way,
those parts of the accounting and internal control systems that require special
attention and focus from the Supervisory Board will be identified, and efforts
made to minimize the risks of recurrence. The resulting data analysis should
indicate the status of the internal control system in each Company unit, and
will readily allow the identification of strengths and weaknesses in the ac-
counting and internal control systems.*?

3) The results of the aggregated data analysis in each Company unit should in-
dicate the level of the internal control system in the whole Company. A low
estimate indicates that material deficiencies in the internal control system
exist, and that the existing accounting and internal control systems in the
Company are not capable of identifying and curing significant deficiencies
and/or preventing such deficiencies from occurring.*?

212 Approximate results of the estimates:

* Financial operations reflected on the accounting with violations of legal requirements bring
into question the correctness of recording these transactions;

* Misstatement of cost and financial results records in certain accounting periods;

» Lack of control functions leads to unjustified expenditures of the company’s funds; and

 Contracts entered into which violate laws and regulations might be declared null and void
under Article 168 of the Civil Code.

213 Some examples of the most common deficiencies:

» Lack of proper delineation of duties, or multiple duplication of duties;

» Lack of proper control over, and approval of business transactions;

+ Lack of pr